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Artificial Intelligence for defense : new capabilities in a constrained environment

> Artfificial intelligence < artificial capabilities

Acceleration and automatisation of the OODA loop » Autonomous or semi-autonomous systems

(Observe, Orient, Decide, Act)

4

> Al in defense needs to operate in an embedded AND safety critical world.
Systems should work :

usual product lifespan 10-20 years

Using data, potentially with
Sovereign & classified data requiring specific access rights

Constrained in
Field & Edge deployment

In -
including extreme/rare environnement: °C, radiations, vibrations...
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Al in Products : Technological Levers for Critical Defense and Security
Systems [

Obviously...

Performance

/

*Safe/Valid

L]

*Secure Trustworthiness

*Transparent

[ ) i ° °

Responsible * Available computing
o resources
* Connectivity loss
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Al in Products : Technological Levers for Critical Defense and Security
Systems

*Safe/Valid
*Secure
*Transparent
* Responsible
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Trustworthy Al

VALID SECURE TRANSPARENT RESPONSIBLE
Doing all and only Resilient and robust vs Explainable, Compliant with
what it is meant to do adversarial conditions understable, providing regulation, legal,
context justifications ethical frameworks
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Trustworthy Al : it all starts with the system

SYSTEM

IVVQ viewpoint

Al MODEL

Data viewpoint
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Trustworthy Al : it all starts with the system

Specific alizations

Modulel
Design

coding

SYSTEM

IVVQ viewpoint

Al MODEL

Data viewpoint
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Trustworthy Al : it all starts with the system
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alizations

Modulel
Design

coding

SYSTEM

IVVQ viewpoint

How to reconcilve both viewpoints?

Al MODEL

Data viewpoint
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Evaluating and testing Al models

> Valid model < doing all and only what it is meant to do

> Approaches to evaluating and testing Al models :

» Against a pre-defined evaluation data base = Constituted how and by whom?@ Representativity?
» By usage : in-situ user feedback = only possible for some systems (decision-aiding systems)

» Typical system engineering approach : testing and documenting explicit properties and behaviours of the
model = mandatory for certification

No universally a
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A triple-engineering approach
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Reconciling the system and the model viewpoints

INTERNATIONAL .

Standards (ARP6983)
= fowards certification of ML
components

1
1 1
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Specification/ Architecture of Evaluation of
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gevel\upmenl o: rﬂf}l Mlodel [hu\ld,‘l h;:?f# Implementation of ML Model and its

i of Comg ; Complementary Software Items as
tems (monitoring, uncertainty embeddable software for hardware target

quantification...)
T
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Algorithm
Engineering

Transverse matters all along the Engineering Activities:

MLC SW/HW
Development

| & V

- ObD
- Data Engineering
e m e - 1 Confiance e %
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Reconciling the system and the model viewpoints

~

Reconciling Data and Functional Intent
= Operational Design Domain (ODD)
= Rigorous methodologies and tools
\ (problem formalization, symbolic Al,...) )

Standards (ARP6983)
= towards certification of ML
components

Operational Design Domain (ODD)

Voluntary restriction of the Operational Domain
(specific operating conditions ) within which an Al

constituent within a given system is intended to
function
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Anchor the approach in Software Engineering

- Data & Knowledge
design guidelines

- Confinuous Integration
= ModelOps

Reconciling Data and Functional Intent
= Operational Design Domain (ODD)
=» Rigorous methodologies and tools

\ (problem formalization, symbolic Al,...) Yy

Formal verification/
proof of code

NNNNNNNNNNNNNN

Standards (ARP6983)
= towards certification of ML
components

THALES
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Tackle the Algorithm Engineering deadlocks

- Data & Knowledge
design guidelines

- Confinuous Integration
= ModelOps

Reconciling Data and Functional Intent
= Operational Design Domain (ODD)
=» Rigorous methodologies and tools
\ (problem formalization, symbolic Al,...) Yy

Formal verification/
proof of code

INTERNATIONAL..

Standards (ARP6983)
= towards certification of ML
components

Metric Definition

to assess and monitor algorithm fit-
for-purpose

Monitoring

in operational environment
(abnormality detection, XAl)

/~ Evaluation & fests : N

Formal methods
Axiomatic proofs (robust by-design models)

Experimental approach (Acceptable for IVVQ as long as analyses are
complete, traceable and quantitative)

Explainable Al (XAl)

K - Cybersecurity tests j
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Adaptive ODD: Incremental Learning & Qualification

Design time

Operational time

Civilian
Domain

Commercial Aircraft at cruise level ODD « as specified » Commercial Aircraft at cruise level ODD « as operated »

ODD is expected to remain the same

except significant CONOPS changes

a

Military
Domain

THALES

Building a future we can all trust

Military tank in rural area ODD « as specified »

Military tank in rural area ODD « as operated »

ODD « as operated » is likely to
change as a result of enemy
concealment manoeuvres to mislead
adversary military systems

Differences between civilian and military ODDs [From EDA TAID white Paper]
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End-to-End Trustworthy Al Engineering Lifecycle

SPECIFYING
w.r.t.

Operational
goal

MONITORING MANAGING
and Data/
OPTIMIZING knowledge

Model Life
Cycle

At design time

Governance

. DEPLOYING
Runtime Assurance e el el Development assurance

(adaptive ODD)

QUALIFYING
Model
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Conclusion : Trustworthy Al is at hand

Interdisciplinary approach is a key to sucess: system engineering, safety, SYSTEM

security, software...
IVVQ viewpoint

= |A can’t be trusworthy per se
= The goal is to quantify and manage the risk

Some resovurces:

% Take alook at the Confiance.Al project outputs
https://www.confiance.qi/ comdesN

(Giv
osl
e Al MODEL

% We will release soon an open source soft for benchmarking neurai
networks based on confidence scores on the ThalesGroup GitHub
https://qithub.com/ThalesGroup

.. Data viewpoint

ryg}'
s EUROCAE/SAE ARP6983 to be released in early 2026 4

% Take alook at the freshly published EDA white paper on Trustworthy Al for Defense
https://eda.europa.eu/docs/default-source/brochures/taid-white-paper-final-09052025.pdf
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