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TECHNOLOGICAL INNOVATION CONTINUES

ANTICIPATING the operational
needs of tomorrow

PREPARING the integration of
new technologies in line with
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SYSTEMS OFFERING:

INTEGRATED SYSTEM MANAGEMENT

Control of overall performance
Optimisation of whole warship

Platform and systems co-engineering
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NAVAL
SYSTEMS OFFERING: TIME MANAGEMENT GROUP

TIME MANAGEMENT IN OPERATIONS

Continuously and durably guaranteeing real-time system
response

CONTROL OF TECHNOLOGICAL TIME
Adapt to short technological cycles:

Innovation, digitisation, automation
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 Physical fields : structural mechanics, rapid dynamics, vibration mechanics,
hydrodynamics, reactive fluid mechanics, acoustics (from very low frequency to
ultra-high frequency), electromagnetism (from field analysis to high-frequency
diffraction), infrared, visual, materials, ...

 Military peformances : the need for technical expertise in simulation models to
ensure the accuracy and robustness of the results.



V&V in numerical simulati

A reliable verification and
validation process to ensure
the accuracy and robustness
of the numerical simulation
processes required for the
development of complex
systems
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V&YV in numerical-simulation-

Conceptual model

e

Numerical model

Conceptual model
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Correct answer
provided by
“verification solutions”
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Numerical solution

Analytical solutions
Reference numerical
solutions

Numerical model

Experimental data

\ 4

Comparison and
consistency checks

Numerical solution

Unit problems
Reference cases
Subsystem cases
Complete system

Validation
test

Comparison and
consistency checks
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* In order to optimise systems, the use of fast and accurate models is essential!
Is Artificial Intelligence a solution?

« The use of Al for model reduction and metamodelling is a ‘traditional’ practice
that is now well-established through the application of the V&V process.

 For the use of Al instead of numerical simulation, the V&V process does not
apply.
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Al Risks, Trustworthiness and its Attributes

The development and adoption of Al are accompanied by an urgent need: to
ensure reliability and trustworthiness in these systems. This chapter is dedicated
to the imperative of a trustworthy Al, highlighting the risks associated with
“‘untrustworthy” Al and the potential serious consequences. It explores the
challenges and risks related to the adoption of Al, examines the concept of trust in
Al, and explores user perspectives regarding interaction with these systems.



Confiance.Al

Robustness

Consistency ® Resilience & Learnability
& Global Robustness B Stability B Autonomy
Local Robustness & User Error Protection &l Accessibility

[® Efficiency
X Memorability
Data Usability
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Usability

Effectiveness

Trustworthiness

] Appropriateness = R T & Verifiability
& Completeness | H" ¥l Understandabilit
5] Cert:inty = Bearesaniitivanaes Ehﬂl‘HEtEl‘IStIBS & Transparency !
[ Correctness B Timeliness &l Traceability

At system |evel

& & & &

Human Agency

Interpretability
Explainability
Comprehensibility
Controllability

Dependability
Bl Availability B Safety B Respect for the rule of law
E Reliability B Security [X] Respect for fundamental rights

B Privacy

Reproductibility s
Fairness

B Maintainability

Human Oversight

& Compliance
] Benevolence
Accountability

The Al Trustworthiness characteristics and sub characteristic (Mattioli, 2023)
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« Explainability deals with the capability to provide the human with
understandable and relevant information on how an Al application
is coming to its result;

» Interpretability relates to the capability of an element representation

(an object, arelation, a property, etc.) to be associated with the mental
model of a human being. It is a basic requirement for an explanation;
- Comprehensibility refers to the capability of an element represen-
tation (an object, a relation, a property, etc.) to be understood by a
person according to its level of expertise or background knowledge.
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Confiance.Al

Level 3: Requirement Implementation
Conflonce
- Tools and methods to allow for implementation ‘ °|V'




Confiance.Al

systama Enginearing and Softwars Enginssring lifacycle
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itoring & control of ML

Implement and integrate ML Model and its.
Complementa; Items as

embedded software in target hardware
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Legend :

cycle - Data Engi

Multi-level / hierarchical model of engineering processes

System level:
SE-related processes

ML moded level:
ML Algo engineering-related processes.

Data level:
Dsta engineering-related processes
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Deploy and maintain
ML based System

Assurance Cases



Confiance.Al

End-to-end engineering

To manage every stage of an application

S

Data lifecycle
Data orientation,
data architecture
and design,
data implementation

Deployment Management
of Al components of operating
including Al systems
integration constraints Monitoring
and operational
maintenance

Al component
evaluation
Integration,
validation,
verification
and qualification

Model component
lifecycle
management
from specification
to monitoring

\h Quantifying
Building ' Building uncertainty
explainability @ by robustness to measure
components components the reliability

of an Al system
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